CANADIAN ANTI-FRAUD GENTRE
CENTRE ANTIFRAUDE DU CANADA

J Fraudulent RCMP Commissioner and
Law Enforcement Extortion Letters

FRAUD: RECOGNIZE, REJECT REPORTIT LA FRAUDE: IDENTIFIEZ-LA, SIGNALEZ-LA, ENRAYEZ-LA /

The Canadian Anti-Fraud Centre is receiving reports of threatening emails and messages that appear to
come from Canadian or international law enforcement agencies. In a recent variation, fraudsters are
impersonating the RCMP Commissioner or other senior RCMP officials.
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The messages may include official-looking logos, names, signatures, badges or documents. Fraudsters
may claim that you are under investigation or accused of a serious crime. They may ask you to open an
attachment, click a link or contact them using the information provided in the message. They may then
demand money, personal information or banking details and threaten arrest, legal action or jail if you do
not comply.

Warning signs

e You receive an unexpected message claiming to be from the RCMP or another law enforcement
agency.

e The message accuses you of a crime and pressures you to respond immediately.

e You are threatened with arrest, jail or other legal action.

e You are asked to pay a fine or fee using cryptocurrency, gift cards, wire transfers or another
unusual payment method.

e The sender asks for personal, financial or banking information.

e The message includes an attachment or link that you were not expecting.

e The email address does not match the agency’s official website, even though the name and logo
may look real.

How to protect yourself

e Do not click links or open attachments in unexpected messages.

e Do not send money or provide personal or financial information.

e Do not use the phone number, email address or website provided in the message.

e Contact the law enforcement agency directly using contact information from its official website.

e Remember that law enforcement will not demand an immediate payment to prevent your
arrest.

e Talk to someone you trust before taking action. Fraudsters rely on fear and pressure to make
people act quickly.

Anyone who has lost money or shared personal information should contact their local police and report
the incident to the Canadian Anti-Fraud Centre or by phone at 1-888-495-8501. Anyone who receives a
suspicious message but has not been a victim should still report it to the Canadian Anti-Fraud Centre.
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